
This month we are turning to the dark side. 

No, I’m not talking about Star Wars, but rather Jane Mayer’s Dark Money and Fred Kaplan’s 
Dark Territory. 

Dark Money: The Hidden History of the Billionaires Behind the Rise of the Radical Right  
by Jane Mayer, Doubleday, New York City, 2016, 464 pages, ISBN: 978-0385535595.  

Dark Money was released earlier this year with much fanfare. The author is a staff writer for  
The New Yorker and was interviewed on several news shows in January, so you may have 
already heard about this book. The first place I heard about was on NPR’s Fresh Air.  

Mayer’s book follows the libertarian money used to effect political change, mostly the Koch 
brothers’ of Wichita, Kansas, from the early 20th century when Fred Koch built refineries for 
Hitler and Stalin to the massive, privately owned Koch Industries. Since the landmark Citizens 
United case in 2010, there has been a huge growth in the dark funds and Mayer explains from 
where it came and to where it goes.  

The timing of the book is also significant as we approach the 2016 election because there is so 
much “dark money” pouring into the coffers of certain candidates. This is a must read for the 
current election cycle lest we forget what happened in the years since 2010.  

Dark Territory: The Secret History of Cyber War by Fred Kaplan, Simon and Schuster, 2016, 
354 pages, ISBN: 978-1476763255. 

As with the previous title, I heard an interview with the author on Fresh Air. The book provides  
a detailed history of cyber war, starting with the question posed by Ronald Reagan to the Joint 
Chiefs after watching the 1983 movie WarGames, in which a teen played by Matthew Broderick 
hacks into NORAD and almost starts WWIII: can this really happen? A week later the answer 
came back: yes. This resulted in National Security Decision Directive 145, which attempted to 
set standards for all computers in the US but ultimately settled on DoD computers only. 

Yet, in 1997 the so-called Marsh Report showed how vulnerable the military was to hackers.  
The NSA proved this vulnerability in a war game scenario called Eligible Receiver, in which 
they hacked the DoD’s command and control capability in significantly less time than they 
expected – hours not days. Then, in an incident called Solar Sunrise, Solaris computers around 
the world were hacked, also showing how vulnerable the US military was because so many were 
in use.  

https://books.google.com/books/about/Dark_Money.html?id=X5nrCgAAQBAJ
https://books.google.com/books?id=q1AJCgAAQBAJ&printsec=frontcover&dq=Dark+Territory:+The+Secret+History+of+Cyberwar&hl=en&sa=X&ved=0ahUKEwilsfD66I7MAhXhvoMKHU4nCRAQ6AEIHzAA#v=onepage&q=Dark%20Territory%3A%20The%20Secret%20History%20of%20Cyberwar&f=false


 

 

 

Kaplan looks at what evolved: computer network defense, computer network exploitation  
and computer network attack, and provides case studies in the most famous of those. He also 
provides an analysis of the Snowden whistleblowing and the resultant investigation into the 
NSA’s metadata collection. “Five Guys,” headed by Richard Clarke, found nothing illegal  
nor any abuses but also found the situation ripe for both. His report can be summarized as:  
We should respect the NSA but never trust it.  

NOTE ADDED IN PROOF:  On April 24 in The New York Times is a story that the US military 
has been authorized to use computer network attacks against ISIS. It will be interesting to see 
how this plays out. 
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