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Manufacturing process and quality control departments in pharmaceutical companies are 
required to comply with regulations/guidelines such as FDA 21 CFR Part 11, EU-GMP Annex 
11, PIC/S GMP guidelines, etc. The ER/ES mode of the SmartLab SE system with SmartLab 
Studio II complies with these regulations/guidelines, and it properly and reliably assists you 
with analytical procedures and data management. 
 

 
 
Conventional Rigaku diffractometer systems such as SmartLab, Ultima IV, and MiniFlex also 
comply with ER/ES regulations. However, there are some restrictions and inconveniences 
during operations because the Windows file system is used for data storage and Adobe 
Acrobat is required to insert electronic signatures into documents and data files. In the ER/ES 
mode of the SmartLab SE system, an SQL database is used for data storage. Since the SQL 
database is highly secured, SmartLab Studio II will provide you with the necessary and 
appropriate means for supporting data integrity. The principal five features are described as 
follows. 
 

 

Highly secured system 
Access to SmartLab Studio II is protected by user IDs and passwords. 
An administrator can define his/her own security policy with conditions 
such as the length of passwords, the valid lifetime for each password, 
maximum idle time before signing a user out of the system, the maximum 
number of log-in attempts to avoid invalid access to the system, and so 
forth. SmartLab Studio II allows the user to operate the SmartLab SE 
system under highly secured circumstances. 
 

 

Sufficient user privilege settings 
About 40 user privileges are available in SmartLab Studio II. The 
administrator can freely create user hierarchy (user groups) by 
combining some of these privileges. User groups can be created based 
on your analysis circumstances. For instance, an administrator has the 
privileges to add/delete user accounts, an experienced user can edit 
measurement/analysis conditions, and a novice user is only allowed to 
run a macro. 
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Data integrity and data management 
In ER/ES mode, all measured data and analysis results are managed in 
the SQL database of SmartLab Studio II. A unique ID is given to each 
data set in the database. Every operation and process applied to a piece 
of data is recorded in the audit trail with this ID. Even if an analysis result 
is modified by re-analysis, the original result is not overwritten but saved 
by incrementing its revision number with the same ID. In the SQL 
database, a project (a folder) can be created and different access rights 
can be assigned to each project (folder). 
 

 

Audit trail 
Entries and operations by the user and the subsequent output of data 
and results are recorded in the audit trail. Only authorized users can 
browse the audit trail in the Audit Trail Viewer plugin. Several filtering 
features are implemented to allow the user to easily extract and display 
the desired part of the audit trail. If you click the ID on the Audit Trail 
Viewer plugin, the corresponding data will be displayed. If you click the 
ID on the DB Browser, the corresponding part of the audit trail will be 
displayed in the Audit Trail Viewer plugin. These features will help you 
with the regular validation process and dealing with inspections by the 
FDA. 
 

 

Electronic signature 
Authorized users can add their own electronic signatures to the stored 
data. If you create a report from a stored result with an electronic 
signature, the report will display the electronic signature information, 
such as the signed user, date, and the reason for the signature. Neither 
Adobe Acrobat nor any other third-party software, which are required with 
conventional systems are needed. 
 

 
Rigaku will not only provide ER/ES mode but totally support your actions for regulatory 
compliance. We will also help you with documentations—SOP (Standard Operation 
Procedure), validation plans and reports in accordance with CSV guidelines—after delivery, 
installation, and acceptance inspection of the SmartLab SE system. 
 
 


